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e Apache 2.2

./configure W
——prefix=/usr/local/apache2 W
——enable-so W
——enable—nonportable—atomics=yes W
——disable—ipv6 W
——with—-mpm=worker

e PHP 5.2

.Jconfigure W
——prefix=/usr/local/php W
—--with—apxs2=/usr/local/apache2/bin/apxs W
—--with—-mysal=/usr/local/mysal W
—--with—mysaqli=/usr/local/mysal/bin/mysql_config

e MySQL 5.0

export LDFLAGS=-IdI
./configure W
——without—-readline W
——prefix=/usr/local/mysql W
——enable-thread—safe—client W
——with—charset=euckr W
——with—extra—charsets=ucs2,utf8 w
CFLAGS="-D_POSIX_C_SOURCE=199506L —-D__EXTENSIONS__ —l/usr/local/include” W
CXXFLAGS="-D_POSIX_C_SOURCE=199506L —D__EXTENSIONS__ —I/usr/local/include*
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e StressTest
« ab(ApacheBench)
— H=~ZFUWHEESHKC AZIE =T
- #ab —n100-c 10
— WASOHIM MZ2Z= [& FHAITO 2ol SZIHWE o2 QUG ¢

Concurrency Level: 10
Time taken for tests: 1.133547 seconds
Complete requests: 100
Failed requests: 0
Write errors: 0
Total transferred: 1427700 bytes
HTML transferred: 1410200 bytes
Requests per second: 88.22 [#/sec] (mean)
Time per request: 113.355 [ms] (mean)
Time per request: 11.335 [ms] (mean, across all concurrent
requests)
M Transfer rate: 1229.77 [Kbytes/sec] received
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« PV(Page View)
- ANHA HTML,PHP,JSPRE 2|
149 PVE AHAEGH Bl

. Requests(HHs)
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e OlUIXIC HAY 21 848 = combinedS

—~ CustomLog “/log/apache.log" combined
analog

- http://www.analog.cx/
webalizer

- http://www.mrunix.net/webalizer/

awstats
— http://awstats.sourceforge.net/

SOLaris
e



@ OpenSolaris Conference 2008

ANAS 2LIHE B E

e prstat, top
e mpstat

e jOstat

e vmstat

e netstat

e Nnfsstat

o sar
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e tOP

load averages: 0.02, 0.01, 0.02; <« up 38+12:17:29 22:37:31
54 processes: 53 sleeping, |1 on cpu

CPU states: 98.0% idle, 0Y% user, 2.0% kernel, 0.0% iowait, 0.0% swap
Memory: 1024M phys mem, 511M frei memi2048M total swap, 2048M free swap €«

PID USERNAME LWP PRI NICE SIZE RES STATE TIME CPU COMMAND

22277 daemon 52 59 0 112 93M sleep 50:31 0.00% httpd «—
22276 daemon 52 59 0 116M  98M sleep 49:56 0.00% httpd
8295 mysq| 15 59 0 315M 129M sleep  47:47 0.00% mysqgld
438 root 7 59 0 7292K 6412K sleep 0:16 0.00% mibiisa
256 root 1 59 0 2412K 904K sleep 0:14 0.00% cron
245 root 1 59 0 3352K 1472K sleep 0:11 0.00% in.named
267 root 21 59 0 3600K 2416K sleep 0:09 0.00% nscd
186 root 18 59 0 52M 31M sleep 0:05 0.00% java
434 root 1 59 0 2280K 1168K sleep 0:04 0.00% snmpdx
475 root 1 59 0 7836K 4032K sleep 0:083 0.00% dtgreet
459 root 1 59 0 13M 25M sleep 0:02 0.00% Xsun
22274 root 1 59 0 1208K 736K sleep 0:02 0.00% cronolog
1 root 1 59 0 1340K 328K sleep 0:02 0.00% init
251 root 14 59 0 3688K 1460K sleep 0:01 0.00% syslogd
405 root 1 59 0 3016K 1156K sleep 0:01 0.00% proftpd
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e prstat

P10 USERNAME SIZE

RSS STATE PRI NICE

TIME CPU PROCESS/NLWP

5561 windy 5720K 4128K cpu0 49 0 0:00:00 0.1% prstat/1
236 root 2208K 1156K sleep 59 0 0:00:00 0.0% lockd/2
267 root 3600K 2416K sleep 59 0 0:00:09 0.0% nscd/21
241 root 3752K 1520K sleep 59 0 0:00:00 0.0% automountd/3
284 root 1412K 812K sleep 59 0 0:00:00 0.0% powerd/2
216 root 2384K 1304K sleep 59 0 0:00:00 0.0% inetd/1
240 root 3368K 976K sleep 59 0 0:00:00 0.0% automountd/2
245 root 3352K 1472K sleep 59 0 0:00:11 0.0% in.named/1
192 root 2284K 948K sleep 59 0 0:00:00 0.0% rpcbind/1
22270 root 1208K 736K sleep 59 0 0:00:01 0.0% cronolog/1
94 root 2820K 1588K sleep 59 0 0:00:00 0.0% picld/4
77 root 2540K 1112K sleep 59 0 0:00:00 0.0% syseventd/13
251 root 3688K 1460K sleep 59 0 0:00:01 0.0% syslogd/14
458 root 1860K 916K sleep 59 0 0:00:00 0.0% ttymon/1
455 root 1856K 852K sleep 59 0 0:00:00 0.0% sac/1
NPROC USERNAME SIZE  RSS MEMORY TIME CPU
3 windy 14M 7268K  0.7% 0:00:00 0.1%
1 mysql 315M  129M 13%  0:47:47 0.0%
4 daemon 254M  194M 20%  1:40:27 0.0%
46 root 210M  120M 12% 0:01:11 0.0%
Total: 54 processes, 251 lwps, load averages: 0.00, 0.00, 0.02
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e mpstat
# mpstat 1»1« »L »L \L \L ‘L

CPU minf mjf xcal intr ithr csw icsw migr smtx srw syscl wusr sys wt idl

0 0 O 0 1 0 922 1 1 312 0 691 T 11 0 89

1 0 0 121 3 0 1638 2 0 531 0 1294 1 21 0 78

8 56 O 8 5 3 1018 1 1 364 0 940 1 15 0 84

9 32 0 316 213 13 1082 2 2 373 0 906 1 16 0 83

12 37 0 19 1 0 723 1 1 253 0 598 0 11 0 89

13 18 0 25 3 0 1734 3 1 552 0 1318 0 22 0 77

16 0 0 4 2969 2901 36 0 12470 0 30 0 0 0100 «—
20 0 0 0 2 0 1547 2 0 531 0 1138 0 20 0 80
21 0 0 0 2 2 25 0 0 1 0 11 0 0 0 100
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e jOStat
# iostat -xnp 1 \L \L \L

extended device statistics
kr/s kw/s wait actv wsvc_t asv
0.0 0.0 0.0 0.0 0.0

~

OO OO OO OO OO OoOoWm
~

QOO ONOIO 2O OC O PO Wm

%W %b device
fdo

c0t 15d0
c0t 15d0p0
c0t15d0p1
c0t 15d0p2
c0t 15d0s0
c0t15d0s 1
c0t 15d0s2
c0t 15d0s3
c0t 15d0s6
c0t 15d0s7
c0t 15d0s8
0 wl:vold(pid317)

(@]

(@)
(@)

OO OO OO OO OO IDODODOO—
OO OO OO OO OO IODOOOo=
OO OO OO OO OOoOo
QOO 200D O OO OCO —
OO OO OO OO OO
QOO NNOONODODODO O
OO OO OO OO OOoOo
OO OO OO OO OOoOo
OO OO OO OO OOoOo
OO OO OO OO OOoOo
OO OO OO OO OOoOo
OO OO OO OO OOoOo
OO OO OO OO OOoOo
OO O OO IODOOOOOo
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e ymstat

# vmstat
kthr memoryl ~l page 'l disk faults cpu
rbw swap free re mf pi po fr de sr fO sO s1 s3 in sy c¢sussyid

0 0 0 646728 140420 35 3562 1717 0 0 0 0 3 0 363 292 272 1 199

# vmstat -S
kKthr memory page disk faults cpu
rbw swap free si sopipo fr desrcd——-—-— in sy c¢csus sy id

0002388108 6449000 0 1+ 1 1 0 0 0 O O O 248 210 237 1 0 99
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e netstat
- I3 = &2 XY HI0|E I R 2R
— Collis, lerrs, Oerrs S HOF &

— B3+ 8Y IH3! (Ipkts + Opkts)2l & 0| 60002
H= 4% Byte 850 100MBpsIt & X Z0tE
HER 3 2aolE QAo 2010k &(100Mbps?! & L)

— O T
# netstat —i
Name Mtu Net/Dest Address Ipkts lerrs Opkts Oerrs Collis Queue
[o0 8232 loopback localhost 47 0 46 0 0 0
iprb0 1500 wl wl 20122 1342 67007 390 400 0
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e Nnfsstat

A
3
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w

ol

— NFSOf| CH
— nfs —=s
— nfs —C

&L EH

r

P

getattr > 40%C1 A =4 Al Al2

SR IJ_E#.

# /usr/sbin/mount —F nfs —o actimeo=30
nfs:/export/share /share

s =d

soLaris
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# nfsstat -s

Server rpc:

Connection oriented:

calls badcal Is nullrecv badlen xdrcal | dupchecks
11309 0 0 0 0 2677
dupregs

0

Connectionless:

calls badcal I's nul lrecv badlen xdrcal | dupchecks
0 0 0 0 0 0
dupregs

0

Server nfs:

calls badcal Is

11309 0

Version 2: (0 calls)

null getattr setattr root lookup readl ink
0 0% 0 0% 0 0% 0 0% 0 0% 0 0%
read wrcache write create remove rename

0 0% 0 0% 0 0% 0 0% 0 0% 0 0%
l'ink syml ink mkdir rmdir readdir statfs

0 0% 0 0% 0 0% 0 0% 0 0% 0 0%
Version 3: (11005 g Is)

null getattr setattr lookup access readl ink
0 0% 4745 43% 93 0% 2170 19% 732 6% 0 0%
read write create mkdir syml ink mknod
118 1% 1660 15% 480 4% 0 0% 0 0% 0 0%
remove rmdir rename ['ink readdir readdirplus
444 4% 0 0% 0 0% 0 0% 0 0% 0 0%
fsstat fsinfo pathconf commi t

0 0% 0 0% 0 0% 563 5%

Server nfs_acl:

Version 2: (0 calls)

null getacl setacl getattr access

0 0% 0 0% 0 0% 0 0% 0 0%

Version 3: (304 calls)

null getacl setacl

0 0% 304 100% 0 0%
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« sar(System Activity Reporter)
— A AMEHE ME (=IO 1IHE)
— Sdll —a
— sar -b
— Sar -g,—p,—Ww
— Sar —v
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e pZ Al&GlE HE
— prstat
— pstack
- pldd
— pmap
e fruss
e Dlrace
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Web-Service

« S22 HZ2E AIE

 Thread& AtEot= MPM& AIS

e KeepAlive 2 on2 & AtE

e stat() AIAE] 22 =22 Lol H AFE0HA
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# truss —p 6383 ¢ -I

. /53: accept (3, 0x08ABC468, 0x08A6C454, 1) =9

. /53: [wp_unpark (10, 1) =0

. /10: Iwp_park(0x00000000, 0) =0

. /10: read(9, "GET /sample.". ., 8000) -5 € 2

. /10: gett imeofday (OxCEFBDE7C) =0

. /10: getpid() = 6383 [63771]

. /10: time() = 1205630568

. /10: write(19, "+ 18ef : 47dc76".., 52) = 526 (_3

. /10: gettimeofday (OxCEFEDEAQ) =0

. /10: gettimeofday (OxCEFEDEC4) =0

. /10: stat64("/export/home/ % / % /sample.txt", OxCEF60D00) = 0 (_4
. /10: open("/export/home/.htaccess", O_RDONLY|O_LARGEFILE) Err#2 ENOENT

. /10: open("/export/home/ % /.htaccess", O_RDONLY|O_LARGEFILE) Err#2 ENOENT

. /10: open("/export/home/ * / % /.htaccess", O_RDONLY|O_LARGEFILE) Err#2 ENOENT

. /10: open("/export/home/ * / % /sample.txt/.htaccess", O_RDONLY|O_LARGEFILE) Err#20 ENOTDIR
. /10: getpid() = 6383 [63771]

. 10: open("/export/home/ % / % /sample.txt", O_RDONLY|O_LARGEFILE) = 32 (_5
. /10 read(9, 0x08BBOOFO, 8000) Err#11 EAGAIN

. /10: writev(9, OxCEF6DDF4, 4) = 363

. /10: gettimeofday (OxCEFEDESC) =0

. /10: write(13, "124 .50 .130.7".., 186) = 186 (—6

. /100 write(19, "-18ef:47dc76"..,19) =19 (_7

. /10: gettimeofday (OxCEFEDCCC) =0

«/10:  shutdown(9, 1, 1) =0 (_8

/10: Iwp_park(0x00000000, 0) (sleeping...)

WMy
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Apache(H =)

« Apache MPM worker 2| AH =&

ServerLimit 16
StartServers 2
MaxClients 150
MinSpareThreads 25

# ptree 22268
MaxSpareThrgads 79 22268 /usr/local/apache2/bin/httpd —k start
ThreadsPerChild 25 F22269 /bin/sh —c¢ /usr/local/cronolog/sbin/cronolog~
MaxRequestsPerChild 0 | L22270 /usr/local/cronolog/sbin/cronolog~

22271 /bin/sh —¢ /usr/local/cronolog/sbin/cronolog~
| L22272 /usr/local/cronolog/sbin/cronolog~
22273 /bin/sh —¢ /usr/local/cronolog/sbin/cronolog~
| L22274 /usr/local/cronolog/sbin/cronolog~
22275 /usr/local/apache?2/bin/httpd —k start
22276 /usr/local/apache?2/bin/httpd —k start
L22277 /usr/local/apache?2/bin/httpd —k start

il
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Apache (H=)

e ThreadsPerChildgt= &g L&

e MaxClientsE =}
— KeepAliveE On2 2 a6l 1,000 O] At<
Z2I0|HEDER
- &8 X& 0|= iostat, mpstat, vmstate =
LI &

_simE Hi2els aEROS =i
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PHP, TOMCATOlI Al o & &

A

e 2 MHIAS A=s2 Z2 )HHUIA &ALt
o= 0] Oty
e PHP &4 AIXI(Zend Optimizer, PHP

Accelerator)

« PHP, JSP&IS| 2rE CACHEJ| & (Smarty,
TAG LIBRARY, EHCaChe)

« PHP= Database Connection Pooling O] &

» Oracle] sﬂo AU Z2240] 20101 5
SFTI010F &, MySQLE2 & AI2H0] tHE
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DDOS

« WARNING: High TCP connect timeout rate! System (port 80)
may be under a SYN flood attack!
. ;’é‘;&%)f',lﬁf AOLAl Z2XIotD |BtE 2 E ol S(SYN-FLOOD

. 2L HENOR UFIH AlAE B2|Xs BB (RO 242

. DDOSOI 22NO2 Lel= 242 Z= YERAIS 2ot [zt
KN UESS(HLH, 8N XIS 55 20l Bt

. DDOSE {Y5t= ZHIPCE S0/ 20| I & 22X0|HME
S5k gy JlHo 02 QY &Ho E202 ol &4
PCOI HOIE RS ETS SUE £ S

e mod_evasive: Bt X0l & MHIA REOZ Qlst 8= NolE
=2 = AS
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